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Don't make something unless it is both made

necessary and useful;
but if it is both necessary and useful,

don't hesitate to make it
beautiful

Shaker design philosophy

@ Jelle Niemantsverdriet C b
@ @jelle_n y e r
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Source: https://flic.kr/p/e3gjgb (Creative Commons)




Chain of events




Chain of events=incident

Attack Lateral

preparation movement Objectives

Reconnaissance Foot in the door First day at work Take the money/data



Source https://flic.kr/p/mo4cYK - Creative Commons
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Source: Transport for Lon_
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Source: https://flic.kr/p/54CAyL (Creative Commons)




TalkTalk: how not to deal with a security breach

-

Davey Winder Opinion Data breach, DDoS, exploit, Hacking, SQL injection 0 Comments

£y 08 @ | sShare

TalkTalk has been breached; we know that much. What else we know about it is, in actual fact, very little indeed at
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Users

Inschrijven baby’s na sectio:

Inloggen indien het scherm op begin stand staat ,
- usermnaam

- vdirsd wachtwoord:
Hiermee kunnen we daarna verder via de desk knop FZH\

LET OP DAT JE IN HET GOEDE DOSSIER ZIT -OBSTETRIE
en van de goede moeder!

Via moeder dossier naar de grijze kolom links “babywizard “openen

Source: shared via various social media chan
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IN THIS CORNER W& HAVE
FIREWALLS, ENCRYPTION,
ANTIVIRUS SOFTWARE  ETC.
AND IN THi9 CORNER,

wr HAvE Dave//
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Users People
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Source: http://techblog.netflix.com/2014/09/introducing-chaos-engineering.html
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Th - / ASHGA]YE Claire Williams
Field Guidet6™ Human factors

Understanding: G Ergonomics
_ _ in Practice
Sidney Dekke Improving System Performance

: g" and Human Well-Being

in the Real World
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Source: https://flié.kr/p/6833R6 (Creative Comrﬁgns)
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Department of

Source: https://flic.kr/p/jUSp8 (Creative Commons) o



Source: https://flic.kr/p/75vNey (Creative Commons)
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Source: Wikimedia Commons (Public Domain)
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Infosec Jenga

Source: https://flic.kr/p/9temgyv (Creative Commons)



BOEING 747-400 NORMAL PROCEDURES CHECKLIST

POWER UP / SAFETY CHECK
First Officer Captain
CIRCUITBREAKERS...............c........ CHECKED
BATTERY ... e, ON
STANDBY POWER......ccoiiiiiiiiiee, AUTO
HYDRAULIC DEMAND PUMPS.................... OFF

WINDSHIELD WIPERS........
ALTERNATE FLAPS AND Patch 1
GEAR LEVER............... .




Thinking like a designer
can transform the way
you develop products,

services, processes — and

even strategy.

Thinking

by Tim Brown

Patch 2




Design Thinking







Why Johnny Can’t Encrypt:
A Usability Evaluation of PGP 5.0

Alma Whitten
School of Computer Science
Carnegie Mellon University

Pittsburgh, PA 15213
alma@cs.cmu.edu

J.D. Tygar'
EECS and SIMS

of California
1999... CA 94720

tygar(@cs.berkeley.edu



Source: https://flic.kr/p/ov7gxU (Creative Commons)



Done > Perfect

=

Source: Facebook Analog Research Laboratory



Done: SMS 2FA

{8 Alex Stamos ‘o3l Following
L]
,‘_"‘1" - alexstamos

@riskybusiness @evacide Anyway, “SMS 2FA
IS insecure” is my current shibboleth for “| don’t

know how people really get hurt on the
Internet”

6 48 ABAE¢c0080
547 AM - 25 Nov 2016

£3 16

Source: https://twitter.com/alexstamos/status/802010749811847168



From: CEO <name.ceo@company...

In regards to an Acquisition that we are
currently working on, Attorney Tyler Smith will
be getting in contact with you. If you can please
devote your full attention and comply with any
requests that he makes. We will need to proceed
with several payments in regards to this

operation. Phishing — now what?




Creditcard

To click or not to click
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The problems with forcing
regular password expiry

Why CESG - now part of the NCSC - decided to advise against this long-
established security guideline.

Wh

.

Password changes...




To phish or not to phish

vr 09-01-2015 21:533

van Zwam, Marko (NL - Amsterdam)

‘Talent Survey’-emails == not a phishing-email simulation




Protected View

Printing i1s not available in Protected View. To leave
Protected View and enable this command you must
celect Enable Printing.

/1% Enable Printing

.

Print

]
2016...



Impact of a choice

Deze ruimte
bespaar jealsie

Kiest voor schuifdeuren.




Human sensor network

securitybot cotr 1247 P

| see you just ran the command flurb -export ON accountingservereil. | his is a sensitive
command, so please acknowledge this activity by typing acknowledge .

ryan 12:47 P

acknowledge

securitybot cor 1247 P

Acknowledging via 2fa.

Source: https://slack.engineering/distributed-security-alerting-c89414c992d6#.07rsdex2w



Your Passcode

964585

Tap here to Copy Passcode

{ Generate Passcode J

@afeNet

No password?
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AVASR = dlgle



A/B testing

Source: http://mercury.io/blog/the-psychology-of-waiting-loading-animations-and-facebook
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Power of defaults
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Source: Do Defaults Save Lives, Johnson & Goldstein (2003)




Sign Up Instantly for Grasshopper

30 Day Money Back Guarantee. No Long Term Contracts

PAY AS YOU GROW

$49

$199 R $24 $12
AMONTH AMONTH A MONTH
10,000 minutes 2,000 minutes 500 minutes 6¢ / minute
PER MOMNTH FPER MOMNTH PER MOMTH
3 Toll Free/Local Numbers 2 Toll Free/Local Numbers 1 Toll Free/Local Number 1 Toll Free/Local Number
Unlimited Extensions Unlimited Extensions Unlimited Extensions Unlimited Extensions
EVERY INCLUDED FEATURE
$25 A ctivat $25 Activat
FREE Activation T EOEE Mot sodiom EOEE A civsodioem
FREE Activation

| Amplify
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Dropbox might soon offer you additional free storage
space If you create a stronger password

“i FugeneKim = w
®Jul. 1,2015,8:06 PM @ 262

Dropbox sees sloppy passwords as

its biggest security threat and mayv
soon start offering additional free I t
space to users who create stronger NnceNtives

passwords.

Patrick Heimi. Dronhox's head of



Proportion of devices running vulnerable versions of Android

1.0

0.8

Proportion of devices
maybe secure

0.2

This figure shows our estimate of the proportion of Android devices runni I n Ce n t | Ve S ( m a C rO )

HD Moore @hdmoore - Oct 15
This is just depresssing: androidvulnerabilities.org

815 3



This airport has a color coded signing system

Follow yellow signs Follow black signs Follow green signs
when flying for airport services when leaving the airport
e Ticketing e Arrivals e Restrooms e Phones § ¢ Ground Transportation

e Gates e Check-in e Escalators e Parking

Language matters



I understand “network”

Weak Security

WPA Is not considered secure.

If this 1s your Wi-FI network, configure the
router to use WPA2 Personal (AES) security

type.

Learn more about recommended settings for Wi-Fi...



Mijksenaar’s
Simple, intuitive...

do’s & don’ts
of wayfinding



Good design...

IS innovative

makes a product useful

is aesthetic

makes a product understandable
IS unobtrusive

is honest

is long-lasting

is thorough down to the last detail
iIs environmentally-friendly

is as little design as possible :
7 g = good security

Source: https://www.vitsoe.com/rw/about/good-design
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Source: https://flic.kr/p/ehcgP3 (Creative Commons)
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Source: https://flic.kr/p/ehcgP3 (Creative Commons)

@ Jelle Niemantsverdriet

JeNiemantsverdriet@deloitte.nl

@ @jelle_n




