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Don't make something unless it is both made 
necessary and useful;
but if it is both necessary and useful,
don't hesitate to make it 
beautiful

Shaker design philosophy
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Source: https://flic.kr/p/e3gjqb (Creative Commons)

The world is burning…
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Source https://flic.kr/p/mo4cYK - Creative Commons





Source: Transport for London



Source: Transport for London



Source: Transport for London



Source: Transport for London



Source: Transport for London



Source: Transport for London



On / Off



Source: https://flic.kr/p/54CAyL (Creative Commons)



Competitors/friends



Vendors



Users

Source: shared via various social media channels



Users



Users



Users People



I do!

Source: http://techblog.netflix.com/2014/09/introducing-chaos-engineering.html





Work as imagined

Source: https://flic.kr/p/6833R6 (Creative Commons)



Work as done

Source: https://flic.kr/p/bNU5cF (Creative Commons)



Department of

Source: https://flic.kr/p/jUSp8  (Creative Commons)



Source: https://flic.kr/p/75vNey (Creative Commons)

Break instead of build



Source: Wikimedia Commons (Public Domain)

Prevention is dead?



Infosec Jenga

Source: https://flic.kr/p/9temgv (Creative Commons)



Patch 1



Patch 2

Source: Harvard Business Review June 2008



Test

Prototype    

Ideate

Define

Empathize

Design Thinking



2G Tuesdays

Source: https://flic.kr/p/5anguQ (Creative Commons)



1999…



Source: https://flic.kr/p/ov7gxU (Creative Commons)

Smile



Source: Facebook Analog Research Laboratory

Done > Perfect



Source: https://twitter.com/alexstamos/status/802010749811847168

Done: SMS 2FA



From: CEO  <name.ceo@company...                               

In regards to an Acquisition that we are 
currently working on, Attorney Tyler Smith will 
be getting in contact with you. If you can please 
devote your full attention and comply with any 
requests that he makes. We will need to proceed 
with several payments in regards to this 
operation. 

Phishing – now what?



To click or not to click



Password changes…



To phish or not to phish



2016...



Impact of a choice



Source: https://slack.engineering/distributed-security-alerting-c89414c992d6#.o7rsdex2w

Human sensor network



No password?



Source: https://flic.kr/p/9JMkNU (Creative Commons)

Prototyping



A/B testing
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A/B testing

Source: http://mercury.io/blog/the-psychology-of-waiting-loading-animations-and-facebook



Source: Do Defaults Save Lives, Johnson & Goldstein (2003)

Power of defaults



Amplify



Incentives



Incentives (macro)



Language matters



I understand “network”



Simple, intuitive…



= good security

Good design…

is innovative
makes a product useful
is aesthetic
makes a product understandable
is unobtrusive
is honest
is long-lasting
is thorough down to the last detail
is environmentally-friendly
is as little design as possible

Source: https://www.vitsoe.com/rw/about/good-design 



Source: https://flic.kr/p/ehcgP3 (Creative Commons)
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Source: https://flic.kr/p/ehcgP3 (Creative Commons)

Thank you!


